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Historical background
 Cryptography, the use of codes and ciphers to protect secrets, began thousands of years ago.

 Until recent decades, it has been the story of what might be called classic cryptography that is methods 

of encryption that use pen and paper, or perhaps simple mechanical aids. 

 Early 1970s: IBM forms a 'crypto group', which designs a block cipher to protect the company's 

customers' data.

 In 1973, the US adopts it as a national standard - the Data Encryption Standard, or DES. It remains in 

use until it was cracked in 1997.

 60 BC: Julius Caesar invents a substitution cipher that shifts characters by three places: A becomes D, B 

becomes E and etc.

 Encryption is what keeps your personal data secure when you're shopping or banking online. It 

scrambles data like your credit card details and home address to ensure hackers can't misuse this 

information. 

 2000: DES is replaced by the Advanced Encryption Standard, which is found through a competition 

open to the public. 

 Today, AES is available royalty-free worldwide and is approved for use in classified US government 

information.
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Definition Cryptography
 The word “cryptography” is derived from the Greek words kryptos, meaning hidden, and 

graphien, meaning to write. 

 Cryptography is a tool that can help provide:

➢ Confidentiality: adversary cannot read

➢ Integrity: adversary cannot change

➢ Authenticity: recipient can trust

➢ Acknowledged: sender cannot repudiate

➢ It is a means of secret writing, strongest defense in the computer security protection. Well-
hidden data cannot easily be read, modified, or fabricated.

➢ It conceals data against unauthorized access

➢ Cryptography is an indispensable tool used to protect information in computing systems.

➢ It is used everywhere and by billions of people worldwide on a daily basis.

➢ It is used to protect data at rest and data in motion.

➢ Cryptographic systems are an integral part of standard protocols, most notably the Transport
Layer Security (TLS) protocol, making it relatively easy to incorporate strong encryption into
a wide range of applications.
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 Consider the steps involved in sending messages from a sender, S, to a recipient, R.

 If S delivers the message to T, who then delivers it to R, T then becomes the 

transmission medium. If an outsider, O, wants to access the message (to read, change, or 

even destroy it), we call O an interceptor or intruder. Any time after S transmits the 

message via T, it is vulnerable to exploitation, and O might try to access it in any of the 

following ways:

• block it, by preventing its reaching to R, thereby affecting the availability of the

message

• intercept it, by reading or listening to the message, thereby affecting the

confidentiality of the message

• modify it, by seizing the message and changing it in some way, affecting the

message’s integrity

• fabricate an authentic-looking message, arranging for it to be delivered as if it

came from S, thereby also affecting the integrity of the message. 
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Basic Cryptographic Terms
 Terminology

• Cryptography: Schemes for encryption and decryption

• Encryption (encipherment): The process by which plaintext is converted into cipher-

text, by performing various substitutions and transformations on the plaintext

• Decryption (decipherment): Recovering plaintext from the cipher-text.

• This is essentially the encryption algorithm run in reverse. It takes the ciphertext and

the secret key and produces the original plaintext.

• Secret key: Used to set some or all of the various parameters used by the encryption

algorithm. In a classical (symmetric key) cryptography, the same secret key is used

for encryption and decryption.

• Cryptanalysis: The study of “breaking the code”.

• Cryptology: Cryptography and cryptanalysis together constitute the area of

cryptology.
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Basic Cryptographic Terms cont…..

 Cryptography has five ingredients:

• Plaintext

• Encryption algorithm

• Secret Key

• Ciphertext

• Decryption algorithm

 Security depends on the secrecy of the key, not the secrecy of the 

algorithm.

7



Basic Cryptographic Terms cont…..

Simplified Encryption Model:
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Basic Cryptographic Terms cont…..

Description:

 A sender S want to transmit message M to a receiver R

 To protect the message M, the sender first encrypts it into an
unintelligible message M’

 After receipt of M’, R decrypts the message to obtain M

 M is called the plaintext

• What we want to encrypt

 M’ is called the ciphertext

• The encrypted output

9



Basic Cryptographic Terms cont…..

Notation: 

 Given

• P=Plaintext

• C=Ciphertext

• k=key shared by sender and receiver

 C = EK (P) Encryption 

 P = DK (C) Decryption 
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Basic Cryptographic Terms cont…..

Example:

 Caesar Cipher: The earliest known example of a substitution cipher in which

each character of a message is replaced by a character three position down in

the alphabet. A becomes D, B becomes E, and so on.

• Plaintext: are you ready

• Ciphertext: duh brx uhdgb

 If we represent each letter of the alphabet by an integer that corresponds to

its position in the alphabet:

 The formula for replacing each character ‘p’ of the plaintext with a character

‘c’ of the ciphertext can be expressed as:

 c = E3(p ) = (p + 3) mod 26
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Basic Cryptographic Terms cont…..

 A more general version of this cipher that allows for any degree of shift:

• c = Ek(p ) = (p + k) mod 26

 The formula for decryption would be

• p = Dk(c ) = (c - k) mod 26

 In these formulas

• ‘k’ is the secret key. The symbols ’E’ and ’D’ stand for Encryption and

Decryption respectively, and p and c are characters in the plain and cipher

text respectively.
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Properties of Encryption Function

 It is computationally infeasible to find the key K when

given the plaintext P and associated ciphertext C= EK

(p)

 It should also be computationally infeasible to find

another key K’ such that EK(p) = EK’(p). Uniqueness.
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 The three principal applications of cryptography are secrecy, authentication,

and access control

 A new class of security problems in the twentieth century arose from

communication over public networks.

 The ubiquitous nature of computer networks has given rise to e-commerce, and

in the process has enlarged the area in which cryptography is needed.

 The attacker has only the ciphertext and his goal is to find the corresponding

plaintext

 The attacker has a ciphertext and the corresponding plaintext and his goal is to

find the key

 A good cryptosystem protects against all types of attacks

 Attackers use both Mathematics and Statistics
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Cryptography and Intruders 

 Eavesdropping (listening/spying the message)

• An intruder may try to read the message

• If it is well encrypted the intruder will not know the content

• However, just the fact the intruder knows that there is communication

may be a threat (Traffic analysis)

Modification

• Modifying a plaintext is easy, but modifying encrypted messages is more

difficult

 Insertion of messages

• Inserting new message into a cipher-text is difficult
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Symmetric and Public Key Cryptography 
Symmetric Key encryption

 Symmetric encryption or secret key encryption, uses a common key and the

same cryptographic algorithm to encrypt and decrypt the message.

 The security of the transmitted data depends on the assumption that eavesdroppers

and cryptanalysts with no knowledge of the key are unable to read the message.

 However, for a symmetric encryption scheme to work, the key must be shared

between the sender and the receiver. The sharing is usually done through passing

the key from the sender to the receiver.

 Keep the key secure while being transported from the sender to the receiver.

Common practice for the key to be transferred is using telephone.

 Symmetric algorithms are faster than their counterparts, the public key

algorithms.
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 Secure file transfer protocols like SFTP, FTPS, HTTPS, and WebDAVS encrypt data 
through symmetric key ciphers. 

 These ciphers can be classified into two groups: stream ciphers and block ciphers.

 A block cipher encrypts a fixed size of n-bits of data - known as a block - at one time. 

 The usual sizes of each block are 64 bits, 128 bits, and 256 bits. So for example, a 64-
bit block cipher will take in 64 bits of plaintext and encrypt it into 64 bits of ciphertext.

 In cases where bits of plaintext is shorter than the block size, padding schemes are 
called into play. 

 Majority of the symmetric ciphers used today are actually block ciphers. DES, Triple 
DES, AES, IDEA, and Blowfish are some of the commonly used encryption algorithms 
that fall under this group.

 Block Cipher and Stream Cipher are the methods used for converting the plain text 
into cipher text directly and belong to the family of symmetric key ciphers. 
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 A stream cipher is an encryption algorithm that encrypts 1 bit or byte of plaintext at a time. 

 It uses an infinite stream of pseudorandom bits as the key. For a stream cipher implementation 
to remain secure, its pseudorandom generator should be unpredictable and the key should 
never be reused. 

 RC4, which stands for Rivest Cipher 4, is the most widely used of all stream ciphers, 
particularly in software. 

 It's also known as ARCFOUR or ARC4. RC4 steam ciphers have been used in various 
protocols like WEP and WPA (both security protocols for wireless networks) as well as in TLS.

 Unfortunately, recent studies have revealed vulnerabilities in RC4, prompting Mozilla and 
Microsoft to recommend that it be disabled where possible. In fact, RFC 7465 prohibits the use 
of RC4 in all versions of TLS.

 These recent findings will surely allow other stream ciphers (e.g. SALSA, SOSEMANUK, 
PANAMA, and many others, which already exist but never gained the same popularity as RC4) 
to emerge and possibly take its place.
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Symmetric and Public Key cont….
Problems with Symmetric Encryption

 The biggest problem is that a single key must be shared in pairs of each sender and receiver.

❖ In a distributed environment with large numbers of combination pairs involved in many-to-

one communication topology, it is difficult for the one recipient to keep so many keys in order to

support all communication.

 The integrity of data can be compromised because the receiver cannot verify that the message has not

been altered before receipt.

 It is possible for the sender to repudiate the message because there are no mechanisms for the

receiver to make sure that the message has been sent by the claimed sender.

 The method does not give a way to ensure secrecy even if the encryption process is compromised.

 The secret key may not be changed frequently enough to ensure confidentiality.
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Symmetric and Public Key cont….
Public Key encryption

 Public key encryption, commonly known asymmetric encryption, uses two different keys, a public

key known to all and a private key known only to the sender and the receiver.

 The idea of public key cryptography was first presented by Martin Hellman, Ralph Merkle, and

Whitfield Diffie at Stanford University in 1976.

 It uses Mathematical functions whose inverse is not known by Mathematicians of the day.

 Both the sender and the receiver own a pair of keys, one public and the other a closely guarded

private one.

 Keys for encryption and decryption are different but form a unique pair.

❖ P = D [E (P) ]

 Only one of the keys need to be private while the other can be public.

 It has made cryptography available for the general public and made many of

today’s on-line application feasible.
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One-time pad (OTP) 
 One-time pad (OTP), also called Vernam-cipher or the perfect cipher, is a crypto 

algorithm where plaintext is combined with a random key. 

 This is the only one known unbreakable cryptographic system, requires the use of a 
one-time pre-shared key the same size as, or longer than, the message being sent. 

 The problem here is, the key is at least as long as the message or data that must be 
encrypted. 

 The One-Time Pad, which is supposed to employ a purely random key, can potentially 
achieve "perfect secrecy". 

 That is, it's supposed to be fully immune to brute force attacks.  

 This is not generally possible to use because of the difficulties involved in exchanging 
one-time pads without their being compromised. 

 Clearly, while Top Secret information or matters of national security may permit the use 
of a one-time pad, such a cipher would just be too impractical for day-to-day public use. 
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Data Encryption Standard (DES) 

 DES is the most widely used symmetric cipher. Although numerous symmetric ciphers have been
developed since the introduction of DES, and although it is destined to be replaced by the Advanced
Encryption Standard (AES), DES remains the most important such algorithm.

 In 1973, the NBS (National Bureau of Standards, now called NIST - National Institute of Standards
and Technology) published a request for an encryption algorithm that would meet the following
criteria:

 have a high security level and easily understandable

 not depend on the algorithm's confidentiality

 be adaptable and economical

 be efficient and exportable

 In late 1974, IBM proposed "Lucifer", which was then modified by NSA (National Security
Agency) in 1976 to become the DES (Data Encryption Standard).

 DES was approved by the NBS in 1978. The DES was standardized by the ANSI under the name of
ANSI X3.92, also known as DEA (Data Encryption Algorithm).
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DES cont….

 DES Utilizes block cipher, which means that during the encryption process, the plaintext is broken

into fixed length blocks of 64 bits.

 The key is 56 bits wide. 8-bit out of the total 64-bit block key is used for parity check (for example,

each byte has an odd number of bits set to 1).

 56-bit key gives 256 ( 7.2*1016) possible key variations

 DES algorithm involves carrying out combinations, substitutions and permutations between the

text to be encrypted and the key, while making sure the operations can be performed in both

directions (for decryption).

 The combination of substitutions and permutations is called a product cipher.

 DES is the most widely used symmetric algorithm despite claims whether 56 bits is long enough to

guarantee security.

 Using current technology, 56-bit key size is vulnerable to a brute force attack.
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DES cont…

Many block ciphers have a Feistel structure. Such a structure consists of a number 
of identical rounds of processing. 

 In each round, a substitution is performed on one half of the data being processed, 
followed by a permutation that interchanges the two halves. 

 The original key is expanded so that a different key is used for each round.

 The Data Encryption Standard (DES) has been the most widely used encryption 
algorithm until recently. It exhibits the classic Feistel structure.

 DES uses a 64-bit block and a 56-bit key

 Compared to public-key ciphers, such as RSA, the structure of DES and most 
symmetric ciphers is very complex and cannot be explained as easily as RSA and 
similar algorithms. 
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DES cont….
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Des Cont…..

 DES Encryption starts with an initial permutation (IP) of the 64 input

bits. These bits are then divided into two 32-bit halves called L and R.

The encryption then proceeds through 16 rounds, each using the L

and R parts, and a subkey.

 The R and subkeys are processed in the so called f-function, and

exclusive-or of the output of the f-function with the existing L part to

create the new R part. The new L part is simply a copy of the incoming

R part.

 In the final round, the L and R parts are swapped once more before the

final permutation (FP) producing the output block.

 Decryption is identical to encryption, except that the subkeys are used

in the opposite order. That is, subkey 16 is used in round 1, subkey 15

is used in round 2, etc., ending with subkey 1 being used in round 16.
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DES cont……
30

LEi = REi−1

REi = LEi−1 ⊕ F (REi−1, Ki)
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for f function in the 

encryption process



Decryption in DES

 The decryption algorithm is exactly the same as the encryption algorithm with

the only difference that the round keys are used in the reverse order.

 The output of each round during decryption is the input to the corresponding

round during encryption except for the left-right switch between the two halves.

 This property holds true regardless of the choice of the Feistel function F.

 To prove the above claim, let LDi and RDi denote the left half and the right half

of the output of the ith round.

 The relationship between the two halves that are input to the first decryption

round and what is output by the encryption algorithm is:

LD0 = RE16

RD0 = LE16

31



Decryption in DES cont….

We can write the following equations for the output of the first decryption

round

LD1 = RD0

= LE16

= RE15

RD1 = LD0⊕ F (RD0, K16)

= RE16⊕ F (LE16, K16)

= [LE15⊕ F (RE15, K16)]⊕ F (RE15, K16)

= LE15
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Decryption in DES cont…..33



Cryptanalysis of DES

 Brute Force: Known-Plaintext Attack (the cryptanalyst knows one or several pairs

of ciphertext and the corresponding plaintext.)

 Try all 256 possible keys

 DES challenges: a series of brute force attack contests created by RSA Security

 msg=“The secret message is: xxxxxxxx”

 First challenge in 1997 (thousands of volunteers connected by Internet) : solved in 96

days (3 months). Message was "The secret message is: Many hands make light

work."

 1998 EFF (Electronic Frontier Foundation, non-profit organization) machine (costs

$250K): 3 days

 1999 (distributed.net and Deep Crack, combined): 22hours and 15 minutes (Message

was “See you in Rome (second AES Conference, March 22-23, 1999)”)
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Triple DES
 Triple DES (3-DES), provides enhanced security by executing the core algorithm three times in a

row.

 With triple length key of three 56-bit keys K1, K2 & K3, encryption is:

 Encrypt with K1

 Decrypt with K2

 Encrypt with K3

 Decryption is the reverse process:

 Decrypt with K3

 Encrypt with K2

 Decrypt with K1

 Setting K3 equal to K1 in these processes gives us a double length key K1, K2.

 Setting K1, K2 and K3 all equal to K has the same effect as using a single-length (56-bit key).

 Thus it is possible for a system using triple-DES to be compatible with a system using single-DES.
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Examples of Asymmetric Encryption Algorithm 
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RSA Cryptosystem

 RSA stands for Ron Rivest, Adi Shamir and Leonard Adleman, who first
publicly described the algorithm in 1977.

 RSA is one of the first practicable public-key cryptosystems and is widely used for
secure data transmission.

 One of the reasons that RSA is so popular is because it provides secrecy,
authentication, and encryption all in one neat little package.

 It is embedded in the SSL/TLS protocol which is used to provide communications
security over a computer network.

 In such a cryptosystem, the encryption key is public and differs from the
decryption key which is kept secret.

 In RSA, this asymmetry is based on the practical difficulty of factoring the product
of two large prime numbers, the factoring problem.

 RSA used for both public key encryption and digital signatures.

37



RSA Cryptosystem cont……

Major Activities

Key Generation (Algorithm)

Encryption

Decryption

Digital signing

Signature verification
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RSA Cryptosystem cont……

RSA- Key Generating Algorithm

1. Generate two large random primes, p and q (more than hundred digits).

2. Compute modulus (n) = pq and totient function (φ), phi = (p-1)(q-1),

3. Choose an integer e, 1 < e < φ, such that gcd(e, phi) = 1

4. Compute the secret exponent d, 1 < d < φ, such that

d = e-1 mod φ , i.e. φ divides (ed-1)

5. The public key is (n, e) and the private key is (n, d).

❖Keep all the values d, p, q and φ secret

❖n is known as the modulus

❖ e is known as the public exponent or encryption exponent

❖d is known as the secret exponent or decryption exponent.
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RSA Cryptosystem cont……

RSA- Encryption

Sender A does the following

 Obtains the recipient B's public key (n, e)

 Represents the plaintext message as a positive integer m

 Computes the ciphertext c = memod n

 Sends the ciphertext c to B

RSA- Decryption

Recipient B does the following

 Uses his private key (n, d) to compute m = cdmod n

 Extracts the plaintext from the message representative m
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RSA Cryptosystem cont……
RSA- Digital signing is a mathematical technique which validates the authenticity and 

integrity of a message, software or digital documents. It allows us to verify the author 

name, date and time of signatures, and authenticate the message contents. 

▪ Recipient B does the following

• Uses sender A's public key (n, e) to compute integer v = se mod n

• Extracts the message digest from this integer

• Independently computes the message digest of the information that has been signed

• If both message digests are identical, the signature is valid

RSA- Signature verification

▪ Sender A does the following

• Creates a message digest of the information to be sent

• Represents this digest as an integer m between 0 and n-1

• Uses her private key (n, d) to compute the signature

s = md mod n.

• Sends this signature s to the recipient, B.
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RSA Cryptosystem cont……

RSA- Key Generation Simple Example

1. Select primes p=11, q=3. 

2. n = pq = 11*3 = 33

phi = (p-1)(q-1) = 10*2 = 20 

3. Choose e=3

Check gcd(e, p-1) = gcd(3, 10) = 1 (i.e. 3 and 10 are relatively prime - have no common factors 

except 1) and check gcd(e, q-1) = gcd(3, 2) = 1,therefore gcd(e, phi) = gcd(e, (p-1)(q-1)) = 

gcd(3, 20) = 1 

4. Compute d (1<d<phi) such that d = e-1 mod phi = 3-1 mod 20

i.e. find a value for d such that phi divides ed-1 (20 divides 3d-1.)

Simple testing (d = 2, 3 ...) gives d = 7

Check: ed-1 = 3*7 - 1 = 20, which is divisible by phi (20). 

5. Public key = (n, e) = (33, 3)

Private key = (n, d) = (33, 7). 
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RSA Cryptosystem cont……

RSA- Encryption Example

▪ Now say we want to encrypt the message m = 20

• c = me mod n = 203 mod 33 = 8000 mod 33 = 14

• Hence the ciphertext c = 14

▪ To check decryption we compute

• m = cd mod n = 147 mod 33 = 20

RSA- Decryption Example

Given

Public key = (n, e) = (33, 3)

Private key = (n, d) = (33, 7)
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RSA Cryptosystem cont……
RSA Meaningful Example

 Message: ATTACK AT SEVEN

 Grouping the characters into blocks of three and computing a message representative
integer for each block: x represents space

 ATT ACK xAT xSE VEN

 In the same way that a decimal number can be represented as the sum of powers of ten,
e.g. 135 = 1 x 102 + 3 x 101 + 5, we could represent our blocks of three characters in
base 26 using A=0, B=1, C=2, ..., Z=25,x=26.

ATT = 0 x 262 + 19 x 261 + 19 = 513

ACK = 0 x 262 + 2 x 261 + 10 = 62

xAT = 26 x 262 + 0 x 261 + 19 = 17595

xSE = 26 x 262 + 18 x 261 + 4 = 18048

VEN = 21 x 262 + 4 x 261 + 13 = 14313
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RSA Cryptosystem cont……

RSA Meaningful Example

1. Let us "generate" primes p=137 and q=131

2. n = pq = 137*131 = 17,947
phi = (p-1)(q-1) = 136*130 = 17680 

3. Select e = 3
check gcd(e, p-1) = gcd(3, 136) = 1, OK and
check gcd(e, q-1) = gcd(3, 130) = 1, OK. 

4. Compute d = e-1 mod phi = 3-1 mod 17680 = 11787. 

1. d = e-1 mod phi , i.e. phi divides (ed-1)

5. Hence 

1. public key, (n, e) = (17947, 3) and 

2. private key (n, d) = (17947, 11787).
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RSA Cryptosystem cont……

 To encrypt the first integer that represents "ATT“ (513), we have

 c = me mod n = 5133 mod 17947 = 8363

 We can verify that our private key is valid by decrypting

 m = cd mod n = 836311787 mod 17947 = 513 

 Overall, our plaintext is represented by the set of integers m 

 (513, 62, 17595, 18048, 14313)

We compute corresponding cipher text integers c = me mod n 

 (8363, 5017, 14949, 7322, 13366)

 The disadvantages of public key cryptography

• It involves high computational requirements. 

• It is slower than symmetric key cryptography.
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Public key = (n, e) = (17947, 3)

Private key = (n, d) = (17947, 11787)

RSA-Meaningful Example – Encryption/Decryption



Demonstration

 The most basic tool required by every hacker is a hacking operating system. There are 
many OS which contains lots of ethical hacking and penetration testing tools.

 Kali Linux is an OS, a Debian-based Linux distribution aimed at advanced Penetration 
Testing and Security Auditing. 

 Kali Linux contains several hundred tools which are geared towards various 
information security tasks, such as Penetration Testing, Security research, Computer 
Forensics and Reverse Engineering.

 It is maintained and funded by Offensive Security.

 If you are using Kali Linux as a white-hat hacker, it is legal, and using as a black hat 
hacker is illegal.

 Kali follows an open-source model and all the code is available on Git and allowed for 
tweaking (modification)

47



OpenSSL is a robust, commercial-grade, and full-featured toolkit for the 

Transport Layer Security (TLS) and Secure Sockets Layer (SSL) protocols.

 It is also a general-purpose cryptography library, widely used by Internet 

servers, including the majority of HTTPS websites. 

 The OpenSSL project was founded in 1998 to provide a free set of encryption 

tools for the code used on the Internet.

 The core library, written in the C programming language, implements basic 

cryptographic functions and provides various utility functions.

Lab  session

End of Chapter II
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